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ROUTING CONTROLLED BY SUBNET
MANAGERS

FIELD OF THE INVENTION

The present invention relates generally to computer net-
works, and particularly to routing data packets between sub-
nets.

BACKGROUND

A subnetwork, commonly referred to as a subnet, is a
logical subdivision of a Layer-3 network. Network ports of
nodes within a given subnet share the same Layer-3 network
address prefix. For example, in Internet Protocol (IP) net-
works, the ports in each subnet share the same most-signifi-
cant bit-group in their IP address, so that the IP address is
logically divided into two fields: a network or routing prefix,
and the rest field or host identifier. Similarly, in InfiniBand™
(IB) networks, each subnet is uniquely identified with a sub-
net identifier known as the Subnet Prefix. For each port in the
subnet, this prefix is combined with a respective Globally-
Unique Identifier (GUID) to give the IB Layer-3 address of
the port, known as the Global Identifier (GID).

Typically, the logical subdivision of a Layer-3 network into
subnets reflects the underlying physical division of the net-
work into Layer-2 local area networks. The subnets are con-
nected to one another by routers, which forward packets on
the basis of their Layer-3 (IP or GID) destination addresses,
while within a given subnet packets are forwarded among
ports by Layer-2 switches or bridges. These Layer-2 devices
operate in accordance with the applicable Layer-2 protocol
and forward packets within the subnet according to the
Layer-2 destination address, such as the Ethernet™ medium
access control (MAC) address or the IB link-layer Local
Identifier (LID). In general, Layer-2 addresses in a given
subnet are recognized only within that subnet, and routers
will swap the Layer-2 address information of packets that
they forward from one subnet to another.

In IB networks, a Subnet Manager (SM) in each subnet
assigns an LID to each physical port of each host within the
given subnet. A subnet administration (SA) function provides
nodes with information gathered by the SM, including com-
munication of the LID information to a Subnet Management
Agent (SMA) in each node of the subnet. For simplicity and
clarity in the description that follows, all of these subnet
management and administration functions will be assumed to
be carried out by the SM. Layer-2 switches within the subnet
are configured by the SM to forward packets among the ports
on the basis of the destination LID (D-LID) in the packet
header. The SM is typically implemented as a software pro-
cess running on a suitable computing platform in one of the
nodes in the subnet, such as a host computer, switch or appli-
ance.

Routing protocols are used to distribute routing informa-
tion among routers, so as to enable each router to determine
the port through which it should forward a packet having any
given Layer-3 destination address. In IP networks, the routing
information is developed and distributed by and among the
routers themselves. A number of routing protocols are com-
monly used to exchange routing information among IP rout-
ers, such as Open Shortest Path First (OSPF) and the Border
Gateway Protocol (BGP).

SUMMARY

Embodiments of the present invention provide improved
methods and devices for routing packets between subnets.
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There is therefore provided, in accordance with an embodi-
ment of the present invention, a method for communication in
a packet data network including at least first and second
subnets interconnected by multiple routers and having
respective first and second subnet managers. The method
includes assigning respective local identifiers to ports for
addressing of data link traffic within each subnet, such that the
first subnet manager assigns the local identifiers in the first
subnet, and the second subnet manager assigns the local
identifiers in the second subnet. The routers are configured by
transmitting and receiving control traffic between the subnet
managers and the routers. Data packets are transmitted
between network nodes in the first and second subnets via one
or more of the configured routers under control of the subnet
managers.

In some embodiments, transmitting the data packets
includes receiving at the first subnet manager a routing query
from a sending node in the first subnet with respect to trans-
mission of a packet to a destination node in the second subnet,
and in response to the routing query, sending an instruction
from the first subnet manager to the sending node to direct the
packet to a specified router. Sending the instruction may
include selecting the specified router so as to balance a traffic
load among the multiple routers. Additionally or alterna-
tively, sending the instruction includes instructing the send-
ing node to direct the packet to a first router and upon occur-
rence of a failure of the first router, to direct the packet to a
second router. Further additionally or alternatively, when the
routing query includes an address field of the destination
node, sending the instruction may include selecting the speci-
fied router as a numerical function of the address field.

In a disclosed embodiment, the routing query specifies a
global identifier of the destination node, and sending the
instruction includes instructing the sending node to address
the packet to a local identifier that the subnet manager has
assigned to a port of the specified router. The method may
include transmitting, from the sending node to a distributed
name server, a name query with respect to a host name of the
destination node, and receiving the global identifier at the
sending node from the distributed name server in response to
the name query.

In some embodiments, transmitting the data traffic
includes receiving at the second subnet manager a routing
query from a router in response to having received at the
router a packet from a sending node in the first subnet for
transmission to a destination node in the second subnet, and in
response to the routing query, sending an instruction from the
second subnet manager to the router to direct the packet to a
port having a specified local identifier in the second subnet.

Additionally or alternatively, transmitting the data packets
includes receiving at the first subnet manager a routing query
from a node in the network, sending an instruction, in
response to the routing query, from the first subnet manager to
the node to direct the packet to a specified port, and caching
the instruction at the node for use in forwarding of subsequent
packets.

In a disclosed embodiment, configuring the routers
includes forming a multicast group extending over at least the
first and second subnets via one or more of the routers.

There is also provided, in accordance with an embodiment
of the present invention, apparatus for communication,
including a plurality of routers interconnecting at least first
and second subnets in a packet data network. At least first and
second subnet managers are operative to assign respective
local identifiers to ports for addressing of data link traffic
within each subnet, such that the first subnet manager assigns
the local identifiers in the first subnet, and the second subnet
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manager assigns the local identifiers in the second subnet.
The subnet managers configure the routers by transmitting
and receiving control traffic to and from the routers, and
control transmission of data packets between network nodes
in the first and second subnets via one or more of the config-
ured routers.

There is additionally provided, in accordance with an
embodiment of the present invention, a computer software
product, including a non-transitory computer-readable
medium in which program instructions are stored, which
instructions, when read by a computer in a first subnet of a
packet data network that includes a plurality of routers inter-
connecting multiple subnets, cause the computer to function
as a first subnet manager in the first subnet so as to assign
respective local identifiers to ports for addressing of data link
traffic within the first subnet, while at least a second subnet
manager assigns the local identifiers to the ports in at least a
second subnet. The instructions cause at least the first and
second subnet managers to configure the routers by transmit-
ting and receiving control traffic to and from the routers, and
to control transmission of data packets between network
nodes in the first and second subnets via one or more of the
configured routers.

The present invention will be more fully understood from
the following detailed description of the embodiments
thereof, taken together with the drawings in which:

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram that schematically illustrates a
computer network, in accordance with an embodiment of the
present invention; and

FIG. 2 is a flow chart that schematically illustrates a
method for packet routing, in accordance with an embodi-
ment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

In order to support the routing protocols that have become
standard in IP networks, IP routers must typically have sub-
stantial autonomous computing power, memory and commu-
nication capabilities. These sorts of routing protocols and
capabilities have not been developed in Layer-3 routers for
other network architectures, such as InfiniBand (IB) net-
works.

Embodiments of the present invention that are described
hereinbelow provide methods and apparatus for routing pack-
ets between subnets that take advantage of management capa-
bilities that already exist within the subnets and thus relieve
routers of the need to support complex routing protocols.
Such an approach is appropriate particularly for IB networks,
in which the capabilities and responsibilities of the existing
subnet manager can be expanded to manage inter-subnet rout-
ing, as well. The embodiments described below therefore
relate particularly to IB networks and use the vocabulary of IB
specifications. The principles of the present invention, how-
ever, may also be applied, mutatis mutandis, in other network
architectures that have a similar subnet management func-
tion.

In the disclosed embodiments, a packet data network com-
prises at least two subnets, which have respective subnet
managers and are interconnected by multiple routers. The
subnet managers assign local identifiers to the ports in their
respective subnets for addressing of data-link (Layer 2) traffic
within the subnet. The subnet managers transmit and receive
control traffic, typically in the form of management packets,
in order to learn the network topology and configure the
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4

routers accordingly. Data packets can then be transmitted
between network nodes in the first and second subnets via the
routers so configured under control of the subnet managers.

According to this scheme, before a sending node in a first
subnet transmits a data packet to a destination node in another
subnet, the sending node submits a routing query to the subnet
manager in the first subnet. (In the InfiniBand context, this
sort of query may be referred to as a “path query.”) Inresponse
to the query, the subnet manager sends an instruction to the
sending node to direct the data packet to a specified router that
connects the subnets. In providing these instructions, the
subnet manager may take into account considerations such as
load balancing among two or more routers, as well as other
facets of route optimization and protection in case of router
failure. Upon receiving the data packet from the sending
node, the router may then query the subnet manager in the
destination subnet for forwarding instructions to the destina-
tion node, or multiple destination nodes in the case of a
multicast packet. Alternatively, the subnet manager in the first
subnet may provide the router with complete path informa-
tion in response to the initial routing query, so that no further
query by the router will be required.

The above approach is advantageous, as noted earlier, in
leveraging capabilities that already exist within the subnets. It
can provide optimized performance and quality of service
while avoiding any need for a central routing authority or
global synchronization of routing information, and while
having no single point of failure. As routing intelligence is
focused in the subnet managers, the routers themselves need
be little more than switches with forwarding information
provided by the subnet managers. Exchange of routing infor-
mation between routers themselves is unnecessary.

FIG. 1 is a block diagram that schematically illustrates a
computer network 20, in accordance with an embodiment of
the present invention. It will be assumed, for clarity and
convenience of description, that network operates in accor-
dance with IB specifications, although as noted earlier, the
principles of the present embodiment may similarly be
applied in other Layer-3 networks that have a subnet manage-
ment function similar to that defined in IB networks. Relevant
features of the IB architecture are described in the Infini-
Band™ Architecture Specification Volume 1 (Release 1.2.1,
November 2007), distributed by the InfiniBand Trade Asso-
ciation and incorporated herein by reference, and particularly
in Chapter 14: “Subnet Management” and Chapter 19: “Rout-
ers”

Network 20 comprises multiple subnets 22 (labeled sub-
nets A, B and C), which are interconnected by Layer-3 routers
24 (labeled RO, R1 and R2). Each subnet 22 comprises mul-
tiple Layer-2 switches 26, which connect to hosts 28 via
suitable host channel adapters (not shown). Switches 26
within each subnet may be interconnected in any suitable
topology, such as a “fat tree” topology. Certain of the switches
(forexample, spine switches in the case of a fat tree topology)
connect to routers 24 and thus enable packet transfer between
subnets. In the pictured implementation, any given pair of
subnets 22 is separated by no more than a single routing hop,
but the principles of the present invention may also be
extended to networks in which traffic between certain subnets
must traverse two or more routers in sequence. Typically
(although not necessarily), each pair of subnets 22 is con-
nected by two or more routers 24, for purposes of load bal-
ancing and failure protection.

A subnet manager (SM) 30 in each subnet 22 performs
management and administration functions defined by the
above-mentioned IB specification, as well as additional rout-
ing functions that are described herein. (Optionally, more
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than one subnet manager may exist in a given subnet to
provide backup in case of failure, but typically only a single
subnet manager is active in performing these functions at any
given time.) SM 30 is typically a combined hardware/soft-
ware element, comprising a computing platform, such as an
embedded or stand-alone central processing unit (CPU) with
a memory and suitable interfaces, which runs management
software that performs the functions described herein. The
computing platform may be dedicated to subnet management
functions, or it may alternatively be shared with other com-
puting and communication functions. The software compo-
nents of the SM may be downloaded to the computing plat-
form in electronic form, for example over network 20 or via a
separate control network (not shown). Alternatively or addi-
tionally, these software components may be stored on tan-
gible, non-transitory computer-readable media, such as in
optical, magnetic, or electronic memory.

SM 30 in each subnet 22 assigns a Layer-2 address, in the
form of a LID, possibly including a multicast LID (MLID), to
each port of each switch 26 and host 28 within the subnet.
Each port also receives a GID Layer-3 address, wherein all
ports in a given subnet have the same GID prefix, as explained
above. Subnet managers 30 learn the topology of their respec-
tive subnets using methods defined by the IB specification,
such as transmission and reception of suitable management
packets, for example Direct Route Management Datagrams.
By transmitting and receiving such packets to and from rout-
ers 24, the subnet managers are also able to learn which other
subnets are connected to each router, as well as collecting
information other network features, such as multicast groups.
Alternatively or additionally, routers may autonomously pub-
lish their respective subnet connections to the subnet manag-
ers. By such mechanisms, SM 30 in subnet A may discover,
for example, that this subnet is connected by both router R1
and router R2 to subnet B. The subnet managers save this
intra- and inter-subnet topology information in their respec-
tive memories for use in making subsequent routing deci-
sions, and update the information periodically when changes
occur (due to failures or reconfiguration, for example).

In many network applications, processes and nodes are
identified by names and/or numbers other than the LID and
GID, such as a domain name, IP address or MAC address.
Therefore, when a process running on one of hosts 28 needs
to communicate with another node, possibly in a different
subnet, the process may have only the name and not the GID
needed to transmit a packet. To find the appropriate GID, the
host may query a distributed name server (DNS) 32 at a
predefined address in network 20. In response to a name
query from one of hosts 28, DNS 32 returns the appropriate
GID, which the host may then use as described below. DNS
32 may be implemented by any suitable means that are known
in the art, such as manual tables, standard DNS servers, or
SM-based translations.

FIG. 2 is a flow chart that schematically illustrates a
method for packet routing in network 20, in accordance with
an embodiment of the present invention. It is assumed in the
description that follows, for the sake of simplicity, that the
packet in question is a unicast packet, but similar methods
may be applied, mutatis mutandis, in routing multicast pack-
ets.

The method of FIG. 2 is initiated when one of hosts in
subnet A (referred to as the sending host, or S-HOST) has to
send a packet to a destination host (D-HOST) in another
subnet, for example subnet B. The sending host may obtain
the GID of the destination host from DNS 32, as described
above, or by any other suitable means. To identify the LID in
subnet A to which this packet should initially be sent, the
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sending host queries subnet manager 30 in subnet A (referred
to as SM-A) for a path to the GID of the destination host, at a
host query step 40.

In response to this query, SM-A checks its topology
records to identify the router or routers 24 that can provide
access to the destination GID. (Alternatively, if SM-A deter-
mines that the destination GID refers to a node in subnet A,
then it may simply return the LID of that node to the sending
host.) SM-A chooses an appropriate one of these routers 24,
such as R1, and returns a response to the sending host con-
taining the LID of the port of R1 on subnet A, at a host
response step 42. When multiple routers are available for this
purpose, the subnet manager may apply various consider-
ations in choosing the response to return at step 42. For
example, the subnet manager may choose different routers for
different packets (based on the source and/or destination
address, for instance) in order to balance the traffic load
among the routers and thus optimize bandwidth availability.
Additionally or alternatively, the subnet manager may give
the sending host both primary and backup router LIDs, and
instruct the sending host to direct the packet to the primary
router first, or to the backup router in the event of a failure of
the primary router.

For purposes of router selection at step 42, it may be useful
for SM-A simply to take a numerical function of a destination
address field specified in the query of step 40. For example,
the subnet manager may choose the router by taking the
modulus of the destination GID (DGID) by the number of
routers available. In this case, each router will have a routing
table whose size is on the order of 1/N (wherein N is the
number of routers). This algorithm is useful in load balancing
and scales readily with the numbers of hosts and routers that
are supported.

After receiving instructions from the subnet manager, the
sending host transmits a data packet containing the GID of the
destination host in the destination GID (DGID) header field
and the LID of the router port specified by the subnet manager
in the destination LID (DLID) header field, at a packet trans-
mission step 44. The sending host inserts its own GID and
LID in the appropriate source address fields of the packet.
Upon receiving this packet, the router (R1 in this example)
identifies the destination GID as belonging to subnet B and
therefore sends a routing query to subnet manager 30 in
subnet B (SM-B) with respect to this GID, at a router query
step 46. SM-B checks its own memory for the LID of the
destination host corresponding to the specified GID, and
returns this LID to router R1, at a router response step 48.
Based on this information, the router replaces the destination
LID ofthe packet that it received from the source host with the
LID provided by SM-B, and replaces the source LID with the
router’s own port LID on subnet B, and thus transmits the
packet to the destination host, at a packet forwarding step 50.

The above flow may not necessarily be repeated every time
a packet is to be transmitted to a given DGID; rather, the
sending host and the router may cache the responses that they
receive at steps 42 and 48, and then used this cached infor-
mation in forwarding subsequent packets to the same DGID
without querying the subnet managers each time. The query
responses and cached information may include not only GID/
LID correspondence, but also other forwarding information,
such as service levels. Furthermore, as noted earlier, SM-A
may provide the necessary forwarding information not only
to the sending host, but also to the router, in which case steps
46 and 48 may be unnecessary.

As noted earlier, although the examples presented above
relate mainly to routing of unicast packets, the principles of
the present invention and the capabilities of the subnet man-
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agers that are described above may similarly be applied to
multicast routing. In this case, subnet managers 30 may form
multicast groups extending over multiple subnets via routers
24. In contrast to IP routers that are known in the art, the
subnet managers are capable of supporting dynamic groups,
which may have multipath and/or asymmetrical packet dis-
tribution routes.

To set up multi-subnet multicast groups, subnet managers
30 may send and receive queries via routers 24 to discover
multicast groups that are supported in neighboring subnets. A
subnet manager may instruct a router to register a multicast
group in which the router servers as the transit point between
members in different subnets. Routers 24 are programmed to
support only loop-free topologies in this regard. The topolo-
gies may be tree- or mesh-type and either uni- or bi-direc-
tional, and they may be shared among multiple multicast
groups and subnets, or they may be specific to a given group
and/or subnet.

Furthermore, the mechanisms by which subnet managers
discover and distribute routing information may be used not
only for exploring network connectivity, as described above
(including multicast groups), but also for collecting other
information regarding subnets 22 and the nodes that they
contain, such as network maximum transfer units (MTU) and
partition keys (PKEY), for example.

It will be appreciated that the embodiments described
above are cited by way of example, and that the present
invention is not limited to what has been particularly shown
and described hereinabove. Rather, the scope of the present
invention includes both combinations and subcombinations
of the various features described hereinabove, as well as
variations and modifications thereof which would occur to
persons skilled in the art upon reading the foregoing descrip-
tion and which are not disclosed in the prior art.

The invention claimed is:

1. A method for communication, comprising:

in a packet data network comprising at least first and sec-

ond subnets interconnected by multiple routers and hav-
ing respective first and second subnet managers, assign-
ing respective local identifiers to ports for addressing of
data link traffic within each subnet, such that the first
subnet manager assigns the local identifiers in the first
subnet, and the second subnet manager assigns the local
identifiers in the second subnet;

receiving by the first subnet manager, from a sending node

in the first subnet, a routing query for a specific data
packet directed to a destination node in the second sub-
net;

sending by the first subnet manager to the sending node, a

routing instruction as to a specific router to which the
specific data packet is to be transmitted, responsive to
the routing query; and

providing the specific router, by one of the at least first and

second subnet managers, a forwarding instruction for
the specific data packet.

2. The method according to claim 1, wherein sending the
routing instruction comprises selecting the specific router so
as to balance a traffic load among the multiple routers.

3. The method according to claim 1, wherein sending the
routing instruction comprises instructing the sending node to
direct the specific data packet to a first router and upon occur-
rence of a failure of the first router, to direct the specific data
packet to a second router.

4. The method according to claim 1, wherein the routing
query comprises an address field of the destination node, and
wherein sending the routing instruction comprises selecting
the specific router as a numerical function of the address field.
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5. The method according to claim 1, wherein the routing
query specifies a global identifier of the destination node, and
wherein sending the routing instruction comprises instructing
the sending node to address the specific data packet to a local
identifier that the subnet manager has assigned to a port of the
specific router.

6. The method according to claim 5, and comprising trans-
mitting, from the sending node to a distributed name server, a
name query with respect to a host name of the destination
node, and receiving the global identifier at the sending node
from the distributed name server in response to the name
query.

7.The method according to claim 1, and further comprising
configuring the routers to form a multicast group extending
over at least the first and second subnets via one or more of the
routers.

8. The method according to claim 1, wherein providing the
forwarding instruction comprises providing the forwarding
instruction by the second subnet manager in response to a
query from the specific router generated responsively to
receiving the specific data packet.

9. The method according to claim 1, wherein providing the
forwarding instruction comprises providing the forwarding
instruction by the first subnet manager in response to the
routing query.

10. The method according to claim 1, and further compris-
ing caching the forwarding instruction at the sending node for
use in forwarding subsequent data packets to a destination of
the specific packet.

11. Apparatus for communication, comprising:

a plurality of routers interconnecting at least first and sec-

ond subnets in a packet data network; and

at least first and second subnet managers, which are opera-

tive to assign respective local identifiers to ports for
addressing of data link traffic within each subnet, such
that the first subnet manager assigns the local identifiers
in the first subnet, and the second subnet manager
assigns the local identifiers in the second subnet,
wherein the first subnet manager is configured to receive
from a sending node in the first subnet, a routing query
foraspecific data packet directed to a destination node in
the second subnet, and to send to the sending node, a
routing instruction as to a specific router to which the
specific data packet is to be transmitted, responsive to
the routing query, and wherein one of the at least first and
second subnet managers is configured to provide to the
specific router a forwarding instruction for the specific
data packet, responsively to the routing query.

12. The apparatus according to claim 11, wherein the first
subnet manager is configured to select the specific router so as
to balance a traffic load among the plurality of the routers.

13. The apparatus according to claim 11, wherein the first
subnet manager is configured to instruct the sending node to
direct the specific data packet to a first router and upon occur-
rence of a failure of the first router, to direct the specific data
packet to a second router.

14. The apparatus according to claim 11, wherein the rout-
ing query comprises an address field of the destination node,
and wherein the first subnet manager is configured to select
the specific router as a numerical function of the address field.

15. The apparatus according to claim 11, wherein the rout-
ing query specifies a global identifier of the destination node,
and wherein the routing instruction to the sending node speci-
fies a local identifier that the subnet manager has assigned to
a port of the specific router.

16. The apparatus according to claim 15, and comprising a
distributed name server, which is configured to receive from
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the sending node a name query with respect to a host name of
the destination node, and to provide the global identifier of the
destination node to the sending node in response to the name
query.

17. The apparatus according to claim 11, wherein the sub-
net managers are operative to configure the routers to form a
multicast group extending over at least the first and second
subnets via one or more of the routers.

18. The apparatus according to claim 11, wherein the sec-
ond subnet manager is configured to provide the forwarding
instruction to the specific router in response to a query from
the specific router generated responsively to receiving the
specific data packet.

19. The apparatus according to claim 11, wherein the first
subnet manager is configured to provide the forwarding
instruction to the specific router in response to the routing
query.

20. The apparatus according to claim 11, wherein the send-
ing node is configured to cache the forwarding instruction at
the sending node for use in forwarding subsequent data pack-
ets to a destination of the specific packet.

21. The apparatus according to claim 11, wherein the mul-
tiple routers are configured to operate such that they do not
exchange routing information.
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22. A computer software product, comprising a non-tran-
sitory computer-readable medium in which program instruc-
tions are stored, which instructions, when read by a computer
in a first subnet of a packet data network that includes a
plurality of routers interconnecting multiple subnets, cause
the computer to function as a first subnet manager in the first
subnet so as to assign respective local identifiers to ports for
addressing of data link traffic within the first subnet, while at
least a second subnet manager assigns the local identifiers to
the ports in at least a second subnet,

wherein the program instructions cause the first subnet

manager to be configured to receive from a sending node
in the first subnet, a routing query for a specific data
packet directed to a destination node in the second sub-
net, and to send to the sending node, a routing instruction
as to a specific router to which the specific data packet is
to be transmitted, responsive to the routing query, and
cause one of the at least first and second subnet managers
to be configured to provide to the specific router a for-
warding instruction for the specific data packet, respon-
sively to the routing query.
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